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Responsibilities
* Enhance Automated Testing

 Create Functional Unit Tests

« Support DARPA AMP Challenge
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DARPA Assured Micro Patching (AMP)

- Modernizing software patching
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[niall@niall-desktop ~/Code/GSFC/nmullane/amp-cfs-cs-challenge}$ docker-compose -f docker-compose-vuln.yaml up
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Primary Header
STREAM_ID:
SEQUENCE:

CMD_CNT
CMD_ERRS

Checksum State

1020 A1 1A.A22:.90 _ARAAMN _EC C+artuun: Fa311inan CFEE_TRI Caslaclodt
CS CS_SCREEN CFE EVS_SCREEN emnd

Secondary Header Primary Header Secondary Header

0x08A4 | SECONDS: STREAM_ID: | 0x0808 | SECONDS: [ 877006592 Cmd Packets | Tim Packets | Routers | Logging | Status |
0xC005 SUBSECS: 3 SEQUENCE: 0xCcoocC SUBSECS: I 2203

161

Application Name
Event ID
Event Type

Recompute in Progress )C000023000000

Oneshot in Progress

ERROR: LOCAL - Unknown 156 byte packet starting: 0801C00500953B460F000200000001000001010
J000002000100

Table Being Checksummed | ERROR: LOCAL - Unknown 44 byte packet starting: 0805C00500253B460F0003000000E033FFFF2000

Entry in Table Being Checksummed

: FEU30DDUVUUDUSVUAUAZ0F0000000000
e L L LR 52 1/08/04 13:58:38.770 ERROR: LOCAL - Unknown 48 byte packet starting: 0803C00500293B8460F0007000000000000000D0

Number of Times Checksum has Passed all Tables SR TRVl b R RCERAS VA R 00000000000000000000000003052173E

Checksum States

Eeprom Checksum State I ENABLED Eeprom Checksum Error Count ded and created
Memory Checksum State I ENABLED Memory Checksum Error Count d. Sample App DEVELOPMENT

App Checksum State | ENABLED App Checksum Error Count

IS I I AR AR AT L LIRSS 2021/08/04 13:58:38.770 ERROR: LOCAL - Unknown 304 byte packet starting: 0804C005012938460F00090000000000000008
DRI T T a2 0000000000000000000000000000000000
Checksum Errors ! . 2021/08/04 13:58:38.771 ERROR: LOCAL - Unknown 36 byte packet starting: 0884C005001D3B460F000A00000000010000000
AL LT PELPRE LY 00000000010000000000000000000000 J

/cf/ci lab.so, APP: CI LAH
ded and created

Tables Checksum State I ENABLED Tables Checksum Error Count rt: 1234
0S Checksum State | ENABLED 0S Checksum Error Count I Lab App DEVELOPMENT BUILD v2.3.0+dev36, Last Official Release: v2.3.0
Cfe Core Checksum State I ENABLED Cfe Core Checksum Error Count /cf/to_lab.so, APP: TO_LAB_APP

Checksum Baselines Last One Shot Info

ded and created
0 Lab DEVELOPMENT BUILD v2.3.0+dev44, Last Official Release: v2.3.0, Awaiting enable command.
/cf/sch lab.so, APP: SCH LAB APP

Baseline Eeprom Checksum Address aded and created
Baseline OS Checksum Size 3.0+dev37, Last Official Release: v2.3.0
Cfe Core Checksum Maximum Bytes /cf/cs.so, APP: (5

created

Checksum n results: good = 0, bad = 0, unused = 16
: — MMntries in the table
EVS Portl 42/1/CS 143: CS Memory Table verification results: good = 0, bad = 0, unused = 16

EVS Portl 42/1/CS 107: CS Memory Table: No valid entries in the table

EVS Portl 42/1/CS 142: CS Apps Table verification results: good = 0, bad = 0, unused = 24
EVS Portl 42/1/CS 108: CS Apps Table: No valid entries in the table

EVS Portl 42/1/CS 139: CS Tables Table verification results: good = 2, bad = 0, unused
EVS Portl 42/1/CS 127: 0S Text Segment disabled due to platform

EVS Portl 42/1/CS 1: CS Initialized. Version 2.4.2.0

1980-012-14:03:20.30310 ES Startup: CFE ES Main entering APPS INIT state
1980-012-14:03:20.30311 ES Startup: CFE ES Main entering OPERATIONAL state

EVS Portl 42/1/CFE TIME 21: Stop FLYWHEEL

EVS Portl 42/1/T0 LAB APP 3: TO telemetry output enabled for IP

22



cFS + COSMOQOS Environment

I N

Prifrary Header Secondary Hesder Primary Header Secondary Header .ﬁpplical:iun MName I Ccs
STREAM _ID: Ox0BAS | SECONDS: [ 1001143 STREAM_IC:] TxDB0B | SECOMDS: [ 2739277508
SEQUENCE: | Oxc024 | SUBSECS: [ 17 SEQUENCE: | OxCOOD. | SUBSECS: | w912 Event ID I 0x1F
PKT_LEN: I [ BET_LEN: | 161 —

1 J | Event Type | ERROR

e T m——
CMD CHT: [ o i [ 3 g

o apis Checksum Failure: cFE Core, Expected: 0x00000AEA,

b ERRS: | o Ewent ID | OulF | | tEd ﬂ ﬂﬂﬂﬂﬂ.ﬁEE

) || P—— T Calculated: Ox
P — = = Emwwr;:rwmm.dfigm. Expected: (x00000AEA,
Recompute in Frogross
Oreshat in Progress
Tabde Being Checksummed - J ~ J

Erdry en Table Being Chegksismmed
Numnber of Times Checksum has Passed all Tables

=&
[ o
[ o
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e s R Cfe Core Checksum State | ENABLED | Cfe Core Checksum Error Count | 1
Eeprom Checksum State ﬁ Eeprom Checksism Error Count Iiu
Memory Checksum Stste | EMABLED | Memary Checksum ErorCount [ 0
App Checksum State [ ERABLED | AppCheckwmEmseCount [0 Checksum Baselines Last One Shot Info
Tables Checksum State | EMABLED | Tables Checksum Error Court | 0
08 Checksum State [ BWABIED. | 05 Checksum ErorCount [ 5 | Baseline Eeprom Checksum | 0x0 | Address | 0x0
Cfe Core Checkoum State EMABLED Cfe Core Chachesum Error Count I 1
Baseline OS5 Checksum [ 0x0 Size [ 0
Checksum Baselines Lacsk Oing Shat Info
Baseling Enprom Checksum G0 | Address — oo Cfe Core Checksum [ OxAEA Maximum Bytes [ 0
Baseling 05 Checksiam 00 | Size o
Cia Corg Checksum [T oxaEa | maximum Bytes o Checksum I 0
Checksum [ o
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Primary Header Secondary Header

STREAM_ID: | Dx08A4 | SECONDS: | 1001051
SEQUENCE: | 0xC0OOD | SUBSECS: | 24
PKT_LEN: | 65

CMD _CNT: I 0
CMD_ERRS: | 0

Checksum 5tate ENAELED

Recompute in Progress |—n
Oneshot in Progress I—ﬂ
Table Being Checksummed I—u
Entry in Table Being Checksummed I—ﬂ
Number of Times Checksum has Passed all Tables I—ﬂ

Checksum States Checksum Errors
Eeprom Checksum State ENABLED Eeprom Checksum Error Count |

Memaory Checksum State | ENABLED Memory Checksum Error Count |

App Checksum State | ENABLED App Checksum Error Count

| 0
Tables Checksum State I ENABLED Tables Checksum Error Count | 0
I 0

oo

05 Checksum State I ENABLED 05 Checksum Error Count

Cfe Core Checksum 5tate | ENABLED Cfe Core Checksum Error Count | (i}
Checksum Baselinas Last One Shot Info

Baseline Eeprom Checksum 0x0 Address . 0x0

Baseline 05 Checksum I ox0 Size I 0
Cfe Core Checksum ox0 Maximum Bytes I 0
Checksum I 0




Future Work

- Integrate challenges with NOS3
to simulate spacecraft motion

. Limit communication window
with spacecraft



http://www.stf1.com/NOS3Website/Nos3MainTab.php

| essons Learned

* Flight Software Development

» EXxperience testing and finding issues in cFS
» Docker containers



Thank you!



Questions?



Image References

lcons:
* Satellite by Juan Pablo Bravo from the Noun Project

*  Building by fahmionline from the Noun Project

Images:
* COSMOS:https://cosmosc2.com

* NOS3: http://mww.stf1.com/NOS3Website/Nos3MainTab.php
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